F:.' First Data.

w to Download and Install SSL Certificates -
Windows

This guide lists the steps to Download and Install the SSL Certificates using Windows for your Datawire API to
work with the Datawire systems.

To connect to the Datawire Network, the below SSL Certificates are required:

Root 2 VeriSign Class 3 Public Primary CA (exp 8/2/2028)
Root 3 VeriSign Class 3 Primary CA - G5 (exp 7/16/2036)
Equifax Secure Certificate Authority (exp 8/22/2018)

1. Go to http://www.verisign.com/support/roots.html and look for “Root 2 VeriSign Class 3 Public Primary CA” (exp
8/2/2028) and “Root 3 VeriSign Class 3 Primary CA - G5” (exp 7/16/2036).

¥ http:/fwww.verisign.com/support/roots.html
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scription: Description: This root CA is the root used for Secure Site Pro Certificates | Premium SSL Certi
Certificates It is intended to be the primary root used for these products until Q4 2010 when VeriSign transition using a 2048 bit root After
that transition this CA will be used as part of a cross certification to ensure legacy applications continue to trust Vergign certificates and must

continue to be included in root stores by vendors. This root is expected to be used in this way at least until 12/31/20138,and vendors should not
plan on removing support for this root until officially advised that the root is no longer needed to support certificates or GRL validation

tes and Code Signing

Country = US

QOrganization = VeriSign, Inc.

Organizational Unit = Class 3 Public Primary Certification Authority

Serial Number: 3c 91 31 cb 1f f6 d0 1b Oe 9a b8 d0 44 bf 12 be

Valid From: Sunday, January 28, 1996 4:00:00 PM

Valid to: Wednesday, August 02, 2028 3:59:59 PM

Certificate SHA1 Thumbprint: a1 db 63 93 91 67 17 e4 18 5509 40 04 15 c7 02 40 b0 ae 6b
Key Size: RSA(1024 Bits)

Signature Algorithm: sha1RSA

#e name in Root package: Class 3 Public Primary Certification Authority

Test Site™R{ips://ssitest23 bbtest. net

Download Root Now
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b>yond the transaction.
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Certificate SHAT Thumbprint: a1 db 63 93 91 6f 17 e4 18 55 09 40 04 15 c7 02 40 b0 ae 6b
Key Size: RSA(1024 Bits)

Signature Algorithm: sha1RSA

File name in Root package: Class 3 Public Primary Certification Authority

Test Site: https://ssltest23.bbtest.net
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VeriSign Class 3 Primary CA - G5
Description: This root CA is the root used for Symantec Extended Validation Certificates and sh
primary root used for all Symantec SSL and Code Signing certificates.

Id be included in root stores. During Q4 2010 this root will also be the

Country =US

Organization = VeriSign, Inc.

Organizational Unit = VeriSign Trust Network
Organizational Unit = {c) 2006 VeriSign, Inc. - For authorized use only

Commen Name = VeriSign Class 3 Public Primary Certification Authority - G5

Serial Number: 18 da d1 9e 26 7d e8 bb 4a 21 58 cd cc 6b 3b 4a

Operational Period: Tue, November 07, 2006 to Wed, July 16, 2036

Certificate SHA1 Fingerprint: 4e b6 d5 78 49 9b 1c of 57 58 1e ad 56 be 3d 9b 67 44 ab e
Key Size: RSA(2048Bits)
Signature Algorithm: sha1RSA

Test Site: https://ssltest2 bbtest.net

‘oot Now (Right Click, Save As)
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VeriSign Class 3 Public Primary CA - G3

Description: This root CA is not extensively used today. It is used mainly for high assurance client certificates, but may used in the future for SSL and Code Signing
services for certain applications. This root should be included in root stores as it is a 2048 bit root that may be used in the future.

2. Right Click on “Download Root Now” and ‘Save As’

Test Site: https://ssliest?3 bbtest net
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3. Change the ‘Save as Type’ to ‘All Files (*.*)’ and rename the file extension from ‘.htm’ to “.crt’.
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4, Click ‘Save’.

If the file was saved in the correct format, the icon should appear as below:

PCA-3G2.crt




To Install:
5. Using an ADMIN privilege account, double click on the icon. You should see the below.

Certificate @

General |Dv.=_-13i|s | Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer

* Proves your identity to a remote computer

* Protects e-mail messages

*» Ensures software came from software publisher

* Protects software from alteration after publication
* All issuance policies

Issued to: Class 3 Public Primary Certification Autharity

Issued by: Class 3 Public Primary Certification Authority

Valid from 1/ 28/ 1996 to &/ 2/ 2028

Install Certificate. .. . Issuer Statement

Learn more about certificates

6. Click on “Install Certificate...” (Note, if you’re not logged in as ‘admin’ the ‘install certificate’ option will be grayed
out).
7. Go through the Set Up Wizard and follow the defaults.

If completed successfully, you should see this:

Certificate Import Wizard @

:] The import was successful.




1. Go to http://www.geotrust.com/resources/root-certificates/ and look for “Root 1 — Equifax Secure Certificate
Authority” (exp 8/22/2018).
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Home | GeoTrust Account Login | Worldwide Sites | Contact Us
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Resources Home > Resources > Root Ceriificates

Root Certificates GeoTrust Root Certificates
Repository
Resources for EV The following root certificates are available for download. If your organization requires a license agreement to insert the roots into an application

please use the Root Ceriificate License Agreement (PDF). Please contact us if you have any questions.

ALL ROOT CERTIFICATES ARE PROVIDED "AS IS" WITHOUT ANY WARRANTY WHATSOEVER. SYMANTEC HEREBY DISCLAIMS ALL
WARRANTIES, WHETHER EXPRESS, IMPLIED, OR STATUTORY, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTY OF
MERCHANTABILITY. FITNESS FOR A PARTICULAR PURPOSE. OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS. SYMANTEC
FURTHER DISCLAIMS ANY WARRANTY FOR ANY OUTDATED ROOTS THAT ARE REPLACED BY UPDATED ROOTS MADE AVAILABLE
BY SYMANTEC.

Root Certificates

GeoTrust Root Certificates (1 - 8)

[ goot 1 - Equifax Secure Certificate Authority =

Ttk The ot o8 ik all non-EV GeoTrust SSL Cenificates up until July 22, 2010. This root will be needed 1o validate
GeoTrust SSL certificates for many years to come and may still be used as part of a cross certification to ensure legacy applications continue to
trust GeoTrust certificates. This root must continue to be included in root stores by vendors. Vendors should not plan on removing support for this
root until officially advised that the root is no longer needed 1o support certificates or CRL validation

I Download - Equifax Secure Certificate Authority (.pem file) Right Click. Save As I

Qrganization Equifax

Country: us

Serial Number: 35:DE:F4:CF

Validity Period: Sat Aug 22, 1998 to Wed Aug 22, 2018 (GMT)

Certificate Fingerprint (MD5): 67:CB:9D:C0:13:24:8A:82:9B:B2:171E:D1:1B.EC:D4

Certificate Fingerprint (SHA-1): D2:32:09:AD:23:D3:14:23:21:74.E4:0D:7F:9D:62:13:97:86:63:3A
Key Length 1024

Digital Verification via HTTPS https:#/ssitest15.bbiest.net

2. Right Click on “Download — Equifax Secure Certificate Authority” and “Save Target As”.
Manually change the file extension from .pem to .crt (screen shot below).
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If the Certificate was save in the right format the icon should look like this:

3. Double click icon and “Install Certificate”. Note: if they’re not logged in as ‘Admin’ this option will be grayed out.

Certificate ﬁ

General |De13ils | Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Protects e-mail messages

*» Ensures the identity of a remote computer

*» Ensures software came from software publisher

» Protects software from alteration after publication
* All issuance policies

Issued to: Equifax Secure Certificate Authority

Issued by: Eguifax Secure Certificate Authority

valid from 35/ 22/ 1998 to &/ 22/ 2018

|
|Ins13|| Certificate... |} Issuer Statement

Complete the set up wizard using the defaults.

System now has the require SSL Certificate in his Root Store.
Re-start POS application

Try test transaction.
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